Set up and activate i-Token
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{Good Morning!

& BEAMacau Online

i-Token

1. Log in to BEA Macau Mobile

Registered i-Token in this device

[ -+ Add a New i-Token ]

2. Select "i-Token" at the bottom

of the page
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14 Terms and Conditions

i-Token Activation

BEA MACAU ONLINE TERMS AND CONDITIONS
FOR I-TOKEN SERVICE AND BIOMETRIC
AUTHENTICATION

i-Token Service and Biometric Authentication are provided by the
Branch to the Customer on the following terms and conditions:

1. Registration

By registering andior subscribing for i-Token Service or Biometric
Authentication, the Gustomer shall be regarded as having
accepted and agreed to be bound by the provisions of these
Terms and Conditions.

2. Definitions and Interpretation
2.1 In these Terms and Conditions, unless the context otherwise

requires, the following expressions shall have the following
meanings:

“BEA Macau Mobile” | a designated software or mobile
(also known as “BEA | application made available by the
Macau App’) means: | Branch, which can be downloaded
to smartphones and other mabile
devices, through which the Branch
provides banking services in
accordance with the BEA Macau
Online Terms and Conditions;

“BEA Macau Online” | various electranic banking services.
(also known as including BEA Macau Mabile
“Cyberbanking”) offered by the Branch in

maans: accordance with the BEA Macau
Online Terms and Conditions over
different electronic delivery
channels as prescribed by the
Branch from time 1o time. including

I have read and understood the Terms and Conditions
for i-Token Service and Biometric Authentication for
BEA Macau Online Services,

—
[ Decline

4. Read and agree
to the relevant
Terms and
Conditions,
then click
"Accept”

Login to
BEA Macau Online

5. Enter your Online Banking
account no., phone
number or your username
(if already set up)

6. Enter your Online Banking
Personal Identification
Number (“PIN") and click
“Login”

3. Select "+Add a New i-Token"

Security Tips

= Do not connect to any websites or download any
attachments by clicking on hyperlinks embedded
in suspicious SMS messages, emails or web
pages at will.

= Never disclose your account numberfusername
or password to anyone, even BEA staff or palice
officers.

= Beware of bogus SMS messages and voice
message calls, and bonus telephone calls. Verify
the identity through alternative channels before

taking any action.

= Only use our online service by typing
www.hkbea.com.mo into your web browser,
through a bookmarked link, or through BEA's
official mabile applications.

» Always check your SMS/email transaction
notifications from the Bank in a timely manner,
and regularly check your transaction history,
statements andfor online activities. Inform the
Bank immediately in case of any suspicious
situations.

» Keep your device updated with the latest
security patches and anti-virus software.

Cancel

7. Read and agree to
the Security Tips
and click "Agree”
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Verification

Verification

Set up i-Token PIN
SMS OTP Verification Email OTP Verification et up i-Token

Accaunt No. B16*+++++11 Please enter the ane time passward (OTP) sent to your i-Token PIN
registered email address

Please enter the one time password (OTP) sent to your B
XXX@HKBEA.COM Enter ken PIN

mobile no.
KK

Confirmi-Token PIN
Re-enter i-Token PIN

(1805 remaining)
Must contain B to 12 characters

(965 remaining)
Must contain letter(s) and number(s)
Mo spaces or special characters

Must contain no mere than 2 of the same character
and no consecutive characters

The same combination of characters cannot be
used more than twice

Max 4 sequential keyboard characters

One character repeated cannot make up more than

1 2 3 half of the whole password
1 2 3
aac eF
4 5 6
4 5 6 o e une
oh i uno
7 8 9
7 8 9 rans rov warz
Pous Tuy wirz
0 & 0 &
Cancel

8. Enter the one-time Passwords sent to you 9. Set up your i-Token PIN
for verification ("SMS OTP" and "Email OTP") and click "Proceed”

MR
Set up New i-Token [BEA MacauBranch]
Request to activate i-Token has
been completed.
@ Designated online transactions
Set up New i-Token Completed will be available on 05/08/2026
02:05.
i-Token Type: PERSONAL If the request is unauthorised,
please call +853 85983688
Account No.: 81633002211
(ﬁ\ r_l ] n Reference No: IBKF2026102700000156
ll L J As at: 27 Oct 2026 11:11116 . C o - .
Enable Biometric Authentication? : ’
After enabling biometric authentication, you will be For security reasons, please re-login again

able to log in and conduct high risk transactions using
biometric authentication.

Yes

Done
10. Enable Biometric 11. Upon completion of i-Token set up and activation, you
Authentication will receive SMS and email as confirmation

(Optional) 12. The i-Token can be used after 12 hours of the i-Token
activation confirmed.



