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Beware of Bogus Phone Calls, Emails, Voice Message Calls
and SMS Messages

The Bank of East Asia, Limited, Macau Branch (“BEA Macau Branch”) would like to remind
customers to remain vigilant following reports of bogus phone calls, emails, voice message (“VM”)
calls and SMS messages. In these calls, emails, or messages, you may be asked to provide
your personal information or to authenticate your account. You may also be requested to call a
bogus hotline number to check your transactions.

BEA Macau Branch will never ask you to provide sensitive personal information (including login
passwords or one-time passwords) by phone, email or message, and will never notify you of
account irregularities through pre-recorded messages. You are strongly urged to protect your
personal information at all times. If you are suspicious about the identity of a caller or sender,
make sure to ask for their contact number and information. If you have received a suspicious
phone call, email, or message, you should also verify any hotline number you are directed to
before calling it, rather than simply following instructions.

If you have provided personal information in response to such a call, email, or message, you
should immediately report the case to the Police for investigation, and call the BEA Macau Branch
Customer Service Hotline on (853) 2833 5308 for assistance.

Please visit the website of The Judiciary Police of Macau (www.pj.gov.mo) to learn how to
safeguard yourself against bogus calls.
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